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POPIA GDPR

Comparison

Another year, another data privacy law:
How does the POPIA compare to the GDPR?
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For us, 2018 was the year of privacy, and
dealing with a deluge of questions from
companies wondering whether they need
to comply with the GDPR, and how they
can combine their efforts to comply with
the POPIA and the GDPR without
reinventing the wheel.
In 2019, we expect that companies will
start to prepare for the effective date of
the POPIA.

COMPLYING WITH BOTH THE POPIA AND THE GDPR
As you have probably guessed, if the GDPR applies to your organisation
you will have two data protection laws to worry about when the POPIA
comes into effect. Most organisations resent having to do one compliance
project, let alone two, so we often get asked ‘if we comply with the GDPR,
will we be POPIA compliant too?’ Unfortunately, no. While the POPIA and
the GDPR have a lot in common, there are some key differences between
the two, for example, some of the duties in the POPIA are not in the
GDPR, and vice versa. And that is what this white paper is about.
We are also often asked ‘can we develop one set of policies and
procedures that will comply with both the POPIA and the GDPR?’ The
answer is that it is not only possible, but also preferable because to
maintain two different sets of policies depending on whether the POPIA
or GDPR applies is virtually impossible. However, to get there, you have
some decisions to make. Where the GDPR introduces a concept that isn’t
in the POPIA, you will need to decide whether you are happy to adopt it,
even though it might not be a requirement for the parts of your
organisation that don’t have to comply with the GDPR.

It is obviously important to
ﬁgure out whether your
organisation should be
complying with the GDPR,
but even for those
organisations who don’t
have to comply, the
knowledge and tools out
there on how to comply
with the GDPR can be
enormously useful if you
understand how to adapt
these tools for POPIA
compliance. And many of
the tools are free.

But let’s take a step back.

WILL THE POPIA’S EFFECTIVE DATE BE ANNOUNCED THIS YEAR?
The POPIA has been looming for a while now, but it is not in effect yet. Could 2019 be the year? We think it might
be, and we base our belief on two factors: a slow but steady increase in activity at the Information Regulator and an
increase in pressure from the public and civil society for better privacy protection in the face of a deluge of
data breaches.
The plan was for the Information Regulator to be fully operational by the end of 2018. That did not happen. Media
reports suggest that the delay is due to a difference of opinion between the Information Regulator and National
Treasury regarding the internal structure of the Regulator, resulting in an administrative deadlock which has
prevented the Regulator from ﬁlling key positions.
In the meantime, the Regulator has not been idle.
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HERE’S WHAT HAS HAPPENED:
The other
members of the
Information
Regulator are
introduced

Parts of the
POPIA become
effective

26
NOV
2013

11
APR

26
OCT
2016

2014

The POPIA gets
the go ahead
from parliament

The Chairperson
of the Information
Regulator (Adv
Pansy Tlakula) is
appointed

20
FEB

60 million
South Africans
are affected
by the ‘Master
Deeds’ data
breach

Terms of
reference are
published for the
Committees at the
Information
Regulator

17
MAR
2017

2017

18
APR

4
MAY
2017

2017

Judgment is
handed down in
the Black Sash
case in which the
Information
Regulator was a
respondent

The Information
Regulator’s
strategic plan for
2017 – 2020 is
published

The Information
Regulator stands up
for the 59 777 South
Africans whose data
were compromised in the
Facebook Cambridge
Analytica breach

7
NOV
OCT

2017

2017

Draft Regulations
are published

10
APR

The Information
Regulator takes
the owners of
the ViewFines
website to task

25
MAY
2018

2018

JUN
2018

25
MAY
2018

The GDPR comes
into force

The Information
Regulator
investigates the
Liberty breach

In its Media Statement on 18 June 2018 about the Liberty breach the Regulator says:
‘South Africa has experienced a disturbingly high number of material data breaches in the past few
months. In addition to Liberty Holdings, there have been material data breaches at Master Deeds,
Facebook, and ViewFine. Without a fully functional Information Regulator, these breaches will
continue to occur without sanctions provided for in the POPIA. These data breaches underscore the
urgent establishment of the Regulator. It is for this reason that the Information Regulator requests
the powers that be to assist it in fast-tracking its operationalisation.’

6
AUG
2018

The Information Regulator’s Annual Performance Plan and Quarterly Targets for 2018/2019 are
published

14
DEC

Final regulations come out

2018

?

18
JUN
2018

Effective date? Anybody’s guess, but once it arrives companies will have a year to become
compliant with the Act and the Regulations.

WHY IS THE GDPR SUCH A BIG DEAL?
Companies are concerned about the GDPR, partly, because of the enormous ﬁnes and risk of reputational
damage, but also because the GDPR potentially applies to businesses outside the EU. Lawyers the world over had
their clients in a panic by saying that the GDPR applies to all businesses who process personal information of
European citizens. That is not correct, in fact, we got so worked up that we published a white paper about the
GDPR and South African organisations. For a quick reference, have a look at these guidelines:
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If you answer ‘yes’ to any of these questions, you must comply with the GDPR.

YES

A.

Does the organisation have a legal entity (e.g. a company)
which is registered in Europe?
NO

YES

*B.

Is the organisation established in the EU in some other way?
NO

YES

*C.

Does the organisation offer goods or services to individuals
in Europe?
NO

YES

*D.

Does the organisation monitor the behaviour of individuals
while they are in the EU?

Your organisation is likely
to be caught by the GDPR

NO

Your organisation is unlikely
to be caught by the GDPR

WHAT IS THIS WHITE PAPER ALL ABOUT?
In this white paper, we highlight the big differences between the POPIA and the
GDPR. There are many other subtler differences in wording and we won’t lie, they
can trip you up. That is why we will soon make our side-by-side comparison
available online

Two heads are better than one
This white paper is a collaboration between Novation Consulting and Cognia Law. Novation turns POPIA
compliance on its head, shakes the nonsense out of its pockets, and presents compliance advice in a fresh
and exciting way. Cognia Law is a company that provides consulting and managing services to compliance
departments and in-house legal functions helping them remove the busy work so they can focus on what is
important. Having its headquarters in the UK, Cognia has extensive experience in helping companies
prepare for the GDPR, remediate contracts, and maintain compliance. This might just be the beginning of
something beautiful.
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WHERE PERSONAL INFORMATION (PI)
IS COLLECTED FROM
What is the
reason for
this rule?
If you get PI from the
data subject, you are
entitled to assume that
the PI is accurate.
Inaccurate PI can be
very prejudicial to a
data subject.
The data subjects will
know that you are
collecting their PI if you
are asking them for it.
Companies that buy
and sell PI often are not
transparent about it.

THE GDPR IS SILENT
ON WHERE PI MAY BE
COLLECTED FROM.
THE POPIA GIVES
STRICT INSTRUCTIONS!
SECTION IN THE POPIA

T

he POPIA is stricter when it comes to the rules
regarding where PI may be collected from. The general
rule in the POPIA is that a responsible party must collect
PI directly from the data subject.

Remember,
just because
PI is publicly
available,
doesn’t mean
it is not
protected.

Any departure from this rule may be justiﬁed if
• the PI was deliberately made publicly available by the
data subject
• the PI is contained in a public record
• the use of another source is not prejudicial to the
legitimate interest of the data subject
• the collection is necessary for law enforcement or in the
interest of national security
• the collection is necessary to maintain the legitimate
interests of the responsible party or of a third party to
whom the PI is supplied
• collecting the PI directly from the data subject would
prejudice the lawful purpose of collection
• collecting the PI directly from the data subject is not
reasonably practicable in the circumstances of the case
• the data subject consented to the use of
another source.

Where personal information (PI) is collected from

DO
Review all your
collection practices to
ensure you are complying with the POPIA.

DON’T
Collect PI from another
source when it is
possible to collect the
PI directly from the
data subject.
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DATA
PORTABILITY
REMEMBER

THE GDPR
ESTABLISHES THE
RIGHT TO DATA
PORTABILITY

When do you
have to port?
The right only applies
• to PI that the data
subject provided,

The GDPR states that data subjects have
the right to receive and transfer their
data from one organisation to another.

• when the business’
basis for processing the
PI is that a contract
requires the processing
or if the data subject
has consented to the
processing, and

this section is only applicable if the GDPR applies to you.
Do you want to know whether
the GDPR is applicable to you?
Read our previous white paper.
Even if the GDPR doesn’t apply,
it might be a good idea to start
thinking about data portability
as it is likely that the POPIA will
move in that direction. Not to
mention that it is consumerfriendly.

SECTION IN THE POPIA
Thundering silence

• if the business is using
automated means to
process the PI.

T

1)

ARTICLE IN THE GDPR

he data subject shall have the right to receive the
personal data concerning him or her, which he or she
has provided to a controller, in a structured, commonly
used and machine-readable format and have the right to
transmit those data to another controller without
hindrance from the controller to which the personal data
have been provided, where:

• How will we process
portability requests?

a)

the processing is based on consent pursuant to
point (a) of Article 6(1) or point (a) of Article 9(2) or on
a contract pursuant to point (b) of Article 6(1); and

• What format will we
send the data in?

b)

the processing is carried out by automated means.

2) In exercising his or her right to data portability pursuant
to paragraph 1, the data subject shall have the right to
have the personal data transmitted directly from one
controller to another, where technically feasible.
3) The exercise of the right referred to in paragraph 1 of this
Article shall be without prejudice to Article 17. That right
shall not apply to processing necessary for the
performance of a task carried out in the public interest or
in the exercise of ofﬁcial authority vested in the controller.
4) The right referred to in paragraph 1 shall not adversely
affect the rights and freedoms of others.

WANT TO KNOW MORE?
ICO: The right to data portability
Article 29 Data Protection Working Party: Guidelines on the right to data portability
Data portability

As a business you
should ask:

• Can we validate the ID
of the data subjects?
• Has all the data been
found and sent?

It’s a good
idea to have
a data
portability
policy!
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THE RIGHT TO
BE FORGOTTEN
GONE, BUT ALSO
DEFINITELY
FORGOTTEN
SECTION IN THE POPIA
The right to be
forgotten isn’t in the
POPIA, however the
principle of minimality
comes close.

What is the
principle of
minimality?
PI may only be
processed if it is

Close, but no cigar

T

he data subject shall have the right to obtain from the
controller the erasure of personal data concerning him
or her without undue delay and the controller shall have
the obligation to erase personal data without undue
delay where one of the following grounds applies:

The right to be forgotten

• freedom of expression
and information
• compliance with
a legal obligation

the personal data are no longer necessary in relation
to the purposes for which they were collected or
otherwise processed;

• reasons of public
interest in the area of
public health

b)

the data subject withdraws consent on which the
processing is based according to point (a) of Article 6(1),
or point (a) of Article 9(2), and where there is no
other legal ground for the processing;

c)

the data subject objects to the processing pursuant
to Article 21(1) and there are no overriding legitimate
grounds for the processing, or the data subject
objects to the processing pursuant to Article 21(2);

• archiving purposes in
the public interest,
scientiﬁc or historical
purposes, or statistical
purposes

d)

the personal data have been unlawfully processed;

e)

the personal data have to be erased for compliance
with a legal obligation in Union or Member State law
to which the controller is subject;

f)

the personal data have been collected in relation to
the offer of information society services referred to in
Article 8(1).

• relevant, and

The right to be
forgotten applies if PI is
no longer necessary for
the purpose for which
it was collected making
the PI not relevant.
The Google Spain case
established that the
responsible party must
take reasonable steps
to ensure that PI not
meeting this
requirement must be
erased or rectiﬁed.

The right will not
apply if processing
is necessary for

a)

• adequate,
• not excessive.

ARTICLE IN THE GDPR

Always take
reasonable
steps to
inform your
operators that
you are
erasing PI

ICO: right to erasure

• the establishment,
exercise, or defence of
legal claims
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DATA
SUBJECTS
THE POPIA
PROTECTS
INDIVIDUALS AND
COMPANIES

The POPIA is
applicable
to the
processing
of data of
natural and
juristic
persons.

THE GDPR ONLY
PROTECTS
INDIVIDUALS

DID YOU KNOW
that the Promotion of
Access to Information
Act(PAIA) also sees dead
people? While the POPIA
only protects the PI of living
individuals, the PAIA omitted
the word from its deﬁnition
of personal information.
The GDPR doesn’t apply
to deceased persons.

SECTION IN THE POPIA
A ‘person’ means a natural person or a juristic person.

T

ARTICLE IN THE GDPR

his Regulation lays down rules relating to the
protection of natural persons with regard to the
processing of personal data and rules relating to the free
movement of personal data.
This Regulation protects fundamental rights and
freedoms of natural persons and in particular their right
to the protection of personal data.

What is PI of a natural
and juristic person?
• Identiﬁers
• Demographic
information
• Contact details
• Financial information
• Correspondence

A juristic person
includes a
• body corporate
• partnership
• association
• trust

Data subjects

• Usernames and social
handles
• Biometric information
• Health information
• Preferences and
opinions
• Behavioural
information
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DATA PRIVACY
IMPACT ASSESSMENT
THE POPIA
DOESN’T PROVIDE
FOR THE USE
OF A PRIVACY IMPACT
ASSESSMENT (PIA) …
OR DOES IT?
The GDPR says a PIA
must be carried out if
you plan to
• use systematic and
extensive proﬁling or
automated decision
making to make
signiﬁcant decisions
• process special
categories of PI on
a large scale
• systematically
monitor a publicly
accessible area on
a large scale

A PIA is an assessment that must be
conducted before the intended processing
of personal information starts.

DO’S and

DON’TS
for PIAs

• Describe the nature,
scope, context and
purposes of
processing.
• Access necessity,
proportionality, and
compliance measures.
• Identify and assess
risks to individuals.
• Identify any additional
measures to mitigate
those risks.

SECTION IN THE POPIA
The Act itself doesn’t refer to PIAs, however, PIAs snuck
into the brand-new Regulations that state that an
information ofﬁcer must ensure that a personal
information impact assessment is done to make sure
that adequate measures and standards exist in order
to comply with the conditions for the lawful
processing of PI.

W
Ofﬁce of the
Privacy Commissioner
of Canada:

What your PIA must be
able to do?

ARTICLE IN THE GDPR

here a type of processing, in particular, using
new technologies, and taking into account the nature,
scope, context, and purposes of the processing, is likely to
result in a high risk to the rights and freedoms of natural
persons, the controller shall, prior to the processing, carry
out an assessment of the impact of the envisaged
processing operations on the protection of personal data.
A single assessment may address a set of similar
processing operations that present similar high risks.

GDPR: Privacy Impact Assessment
ICO: Data Protection Impact Assessment
ICO: sample DPIA template
Article 29 Data Protection Working Party:
Guidelines on Data Protection Impact Assessment

Data privacy impact assessment (PIA)

We can help
you provide
training
to your
employees on
how to carry
out a PIA.
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OPERATOR
AGREEMENTS
What is a processor in
terms of the GDPR?
If you are processing
personal data on your
client’s behalf the
GDPR would call you a
processor. Processing
includes any
collection, recording,
organisation, storage,
use, transmission, and
destruction of data.
What is an operator in
terms of the POPIA?
An operator is a
person who processes
PI for a responsible
party in terms of a
contract or mandate,
without coming under
the direct authority
of that party.

THE GDPR HAS MORE
ONEROUS REQUIREMENTS
FOR OPERATOR AGREEMENTS

Should you include the
additional GDPR
requirements in your
POPIA operator
agreement?

The GDPR refers to operator agreements
as processor agreements.

It depends on who is
writing the agreement.
(We know, it’s a lawyer
answer, sorry.)

SECTION IN THE POPIA
In a nutshell, the POPIA requires that the operator
does the following:
• Only process PI with the authorisation of the
responsible party.
• Treat PI that comes to its knowledge as conﬁdential.
• Establish and maintain the security measures
discussed in section 19 of the POPIA.

ARTICLE IN THE GDPR

rticle 28(3) of the GDPR sets out what must be in
your operator agreement. As a minimum the
contract must set out:
• The subject matter and duration of the processing,
for example, you will send out promotional
vouchers to the client’s customer database for the
next three months.

ICO: Contracts
ICO: How to distinguish
between a processor
(operator) and
data controller
(responsible party)

• The nature and purpose of the processing, for
example, you will send promotional vouchers to the
client’s customer database via SMS and email.
• The type of personal information and categories of
data subjects, for example, you will have the names,
cell phone numbers and email addresses of your
client’s customers.
• The obligations and rights of your client.
This is not all. Read this blog, if you want to know what
else to expect in a processor contract.

Operator agreements

If you are the operator.
Well, less is more.

• Notify the responsible party immediately where there
has been a breach.

A
SOME FREE STUFF

If it is the responsible
party who is drafting
the agreement, it is in
their best interest to
include the more
comprehensive
provisions of the GDPR.

Remember:
the GDPR
refers to
operators
as data
processorS
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DATA PROTECTION
BY DESIGN
Privacy by Design was
ﬁrst implemented by
the Information and
Privacy Commissioner
of Ontario and it
emphasised the notion
of embedding privacy
measures and
enhancing privacy
technologies into the
design of IT systems.
Data Protection by
Design and by Default
is about implementing
security measures into
all systems and
processes within an
organisation so that
the PI does not need
protection at a later
stage but that
protection is
embedded from the
very beginning when
the PI is collected.

THE GDPR
REQUIRES THE
IMPLEMENTATION
OF DATA
PROTECTION
BY DESIGN AND
BY DEFAULT
SECTION IN THE POPIA
Quite similar to the principles of accountability
and minimality.

D

ARTICLE IN THE GDPR

ata protection by design: Responsible parties
must put technical and organisational measures in
place before and during processing to ensure GDPR
compliance and to protect the rights of data subjects.
Here is the full article.

Data protection by default: Responsible parties must
only process data that is necessary and must only store
it as long as necessary. Here is the full article.

SOME FREE STUFF
ICO: data protection by design
Norwegian Data Protection Authority: Software
development with Data Protection by Design
and by Default
Novcon: Our top ﬁve privacy notices

Data protection by design

Read what
we said
about the
seven
principles
of Privacy
by Design
Some practical tips for
implementing Privacy
by Design:
• Introduce clear privacy
and data sharing
notices.
• Display short
messages when users
are entering their PI
that can link to the
more detailed
information on what
you do with their PI
• Always use an opt-in
as this aligns with the
direct marketing
principles in both the
POPIA and GDPR
• Minimise the amount
of PI you collect from
the data subject.

Data protection by
default is close to the
POPIA principle of
minimality that we
discussed in the
context of the right to
be forgotten.
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INFORMATION
OFFICER
THERE IS NO NEED TO CREATE THE POSITION OF AN
INFORMATION OFFICER (IO) UNDER THE POPIA, IT HAPPENS
AUTOMATICALLY. SO, WHO WILL IT BE?
• Private companies: The CEO
• Other organisations: The Head of the organisation
The GDPR doesn’t require all organisations to appoint a DPO.

THE POPIA REFERS TO AN
INFORMATION OFFICER (IO)
AND THE GDPR REFERS TO
A DATA PROTECTION
OFFICER (DPO).

THE POPIA

WHAT THE
LEGISLATION SAYS

An ‘information ofﬁcer’ of, or in relation to, a
• public body, means an information ofﬁcer or deputy information ofﬁcer as
contemplated in terms of section 1 or 17; or
• private body means the head of a private body as contemplated in section 1,
of the Promotion of Access to Information Act.

THE GDPR
You must appoint a data protection ofﬁcer if
• you are a public authority or body;
• your core activities require regular and systematic monitoring of individuals; or
• your core activities consist of large-scale processing of special categories of PI
or PI relating to criminal convictions and offences.

IO RESPONSIBILITIES UNDER THE POPIA

DPO RESPONSIBILITIES UNDER THE GDPR

An IO’s responsibilities under the POPIA are to

A DPO’s responsibilities under the GDPR are to

• encourage compliance within the organisation

• inform and advise organisations and employees about their
obligations to comply with the GDPR

• develop, implement, monitor, and maintain a
compliance framework
• deal with requests from data subjects and the
Regulator

• monitor and audit compliance with the organisations’
policies, the GDPR, and other data protection laws
• assign responsibilities

• work with the Regulator during investigations

• raise awareness and conduct training

• conduct a personal information impact assessment

• advise on, and to monitor, data protection impact assessments

• conduct awareness sessions

• cooperate with and act as the contact point with the
supervisory authority
• be the ﬁrst point of contact for supervisory authorities and for
individuals whose data is processed, such as employees

ICO: Data protection ofﬁcers
Information ofﬁcer (IO)
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Wondering what you should do now?
All companies have a decision to make about whether they want to comply with the
POPIA and the GDPR. We believe that it’s not only possible to become compliant with
both in one shot, but that it is a good idea. All of the things that the GDPR introduces
are good privacy practices. However before developing a PIA and making sure that
your personal information is portable, you need to get the basics in place. The ICO has
developed a fantastic 12-step programme towards complying with the GDPR and, you
guessed it, all of those steps are required in terms of the POPIA too.

THE POPIA & GDPR?
DO SOUTH AFRICAN ORGANISATIONS
NEED TWO COMPLIANCE PROGRAMMES?
ICO’s recommended step
Awareness
Organisations must ensure that decision-makers and key people know that the law
is changing.
Know your information
Document what personal data the organisation holds, where it came from and
who you share it with. In other words, organisations should do a personal
data audit.

Privacy notices
Organisations should review their current privacy notices and ensure that they
make the necessary changes in time for the GDPR implementation.
The European Commission has published draft guidelines on transparency.
At a minimum, the information must be easily accessible and easy to understand.
!ȸɖƬǣƏǼǼɵًɎǝƺ!ȒȅȅǣɀɀǣȒȇǝƏɀƏǔˡȸȅƺƳƏȇƺɀɎƏƫǼǣɀǝƺƳȵȸǣȇƬǣȵǼƺȒǔȵǼƏǣȇǼƏȇǕɖƏǕƺ
drafting that organisations must identify the intended audience, assess the
average member of that audience’s level of understanding and continuously check
that the information is tailored to the needs of the actual audience.

Individuals’ rights
Organisations must ensure that their procedures cover all the rights individuals
have, including when and how to:
•
•
•

Does the POPIA require it too?
Yes. It is a requirement in terms of the draft POPIA Regulations that the
organisation must ensure that employees receive POPIA training.

Yes. The POPIA requires that all processing of personal information must be
documented. More importantly, it is impossible to do a POPIA compliance
programme without knowing what personal information the organisation has and
what it does with it.

Yes.Áǝƺ¨ ¨XȵǼƏƬƺɀƺɴɎƺȇɀǣɮƺȇȒɎǣˡƬƏɎǣȒȇȒƫǼǣǕƏɎǣȒȇɀȒȇȒȸǕƏȇǣɀƏɎǣȒȇɀِÁǝƺǸƺɵ
principle is that people should not be surprised by what their personal information
is used for. A privacy notice, also known as a privacy policy, is usually hidden behind
a URL in the footer of a website. This notice or policy needs to come out of hiding.
Here are some of our favourite privacy notices.
When it comes to making information accessible and easy to understand we are
crusaders for plain language. Using plain language when you talk about privacy
and personal information is key if you want to win your customers’ trust. Here are
the steps we take to ensure that our clients get it right.

Yes. The POPIA also requires that people have the right to access, change or
correct, and delete their personal information unless an exception applies.

give people access to personal data
change or correct personal data
delete personal data

Access requests
Organisations should update their procedures and plans for when people request
access to their personal data. This is necessary, because the GDPR will change the
timeframes within which access has to be granted.

Yes. The POPIA interacts with an existing piece of legislation, the Promotion
of Access to Information Act (PAIA). It has not changed PAIA much, but the
Information Regulator will now be tasked with enforcing it.
Organisations also need to dust off their PAIA manuals and review them to
determine whether they comply with the POPIA.
Áǝƺ¨ ¨XƏȇƳ¨XƳȒȇȒɎȵȸƺɀƬȸǣƫƺƏɀȵƺƬǣˡƬɎǣȅƺǔȸƏȅƺɯǣɎǝǣȇɯǝǣƬǝƏƬƬƺɀɀǝƏɀ
to be granted. The timeframe just has to be reasonable.

POPIA & GDPR comparison

p13

Legal processing
Organisations must identify the purposes for which data is used and whether this
ɖɀƏǕƺǣɀǴɖɀɎǣˡƺƳ٢ɎǝƺȸƺƏȸƺǴɖɀɎǣˡƬƏɎǣȒȇɀǼǣɀɎƺƳǣȇɎǝƺJ(¨«٣ِÁǝƺɀƺȵɖȸȵȒɀƺɀȅɖɀɎ
ƫƺƳȒƬɖȅƺȇɎƺƳƏȇƳƺɴȵǼƏǣȇƺƳǣȇɎǝƺȒȸǕƏȇǣɀƏɎǣȒȇټɀȵȸǣɮƏƬɵȇȒɎǣƬƺِ

Consent
ȸǕƏȇǣɀƏɎǣȒȇɀɀǝȒɖǼƳȸƺɮǣƺɯǝȒɯɎǝƺɵɀƺƺǸًȸƺƬȒȸƳًƏȇƳȅƏȇƏǕƺƬȒȇɀƺȇɎƏȇƳ
ɯǝƺɎǝƺȸƏȇɵƬǝƏȇǕƺɀȇƺƺƳɎȒƫƺȅƏƳƺِ
àƏǼǣƳƬȒȇɀƺȇɎǣȇɎƺȸȅɀȒǔɎǝƺJ(¨«ȅɖɀɎƫƺي
•
•
•
•
•

ǔȸƺƺǼɵǕǣɮƺȇ
ɀȵƺƬǣˡƬ
informed
ɖȇƏȅƫǣǕɖȒɖɀًƏȇƳ
ǕǣɮƺȇƫɵƏɀɎƏɎƺȅƺȇɎȒȸƏƬǼƺƏȸƏǔˡȸȅƏɎǣɮƺƏƬɎǣȒȇ

Áǝƺ0ɖȸȒȵƺƏȇ!ȒȅȅǣɀɀǣȒȇǝƏɀȵɖƫǼǣɀǝƺƳƳȸƏǔɎǕɖǣƳƺǼǣȇƺɀȒȇƬȒȇɀƺȇɎِRƺȸƺƏȸƺ
ɀȒȅƺȒǔɎǝƺǝǣǕǝǼǣǕǝɎɀي
•

¨ƺȒȵǼƺȅɖɀɎƫƺǕǣɮƺȇƏȸƺƏǼƬǝȒǣƬƺƏȇƳƬȒȇɎȸȒǼِ!ȒȇɀƺȇɎƬƏȇȇȒɎƫƺƏɀǸƺƳȒȇ
ƏٻɎƏǸƺǣɎȒȸǼƺƏɮƺǣɎټƫƏɀǣɀِXǔɎǝƺȵƺȸɀȒȇƬƏȇȇȒɎȸƺǔɖɀƺȒȸɯǣɎǝƳȸƏɯɎǝƺƬȒȇɀƺȇɎ
ɯǣɎǝȒɖɎƏȇƺǕƏɎǣɮƺƺǔǔƺƬɎًǣɎǣɀȇȒɎǔȸƺƺǼɵǕǣɮƺȇِ

•

XȇȅƏȇɵƬƏɀƺɀȵɖƫǼǣƬƏɖɎǝȒȸǣɎǣƺɀɯǣǼǼȵȸȒƫƏƫǼɵȇȒɎƫƺƏƫǼƺɎȒȸƺǼɵȒȇƬȒȇɀƺȇɎً
ƫƺƬƏɖɀƺɎǝƺȸƺɯǣǼǼȒǔɎƺȇƫƺƏƬǼƺƏȸǣȅƫƏǼƏȇƬƺȒǔȵȒɯƺȸِÁǝǣɀǣȅƫƏǼƏȇƬƺƏǼɀȒ
ȒƬƬɖȸɀǣȇɎǝƺƺȅȵǼȒɵȅƺȇɎƬȒȇɎƺɴɎِ0ȅȵǼȒɵƺȸɀȅɖɀɎˡȇƳȒɎǝƺȸɯƏɵɀɎȒǴɖɀɎǣǔɵ
ɎǝƺǣȸƏƬɎǣɮǣɎǣƺɀ٢ǣȇȅȒɀɎǣȇɀɎƏȇƬƺɀǣɎɯǣǼǼƫƺƏɖɎǝȒȸǣɀƺƳƫɵǼƏƫȒɖȸǼƺǕǣɀǼƏɎǣȒȇ٣ِ

•

XɎǣɀȵȸȒƫǼƺȅƏɎǣƬɎȒƺɴƬǝƏȇǕƺǔȸƺƺɀƺȸɮǣƬƺɀǔȒȸƬȒȇɀƺȇɎɎȒɖɀƺȵƺȸɀȒȇƏǼƳƏɎƏ
ǔȒȸƏȇȒȇٮƺɀɀƺȇɎǣƏǼȵɖȸȵȒɀƺɀɖƬǝƏɀƫƺǝƏɮǣȒɖȸƏǼƏƳɮƺȸɎǣɀǣȇǕِXȇȒɎǝƺȸɯȒȸƳɀً
ƬȒȇɀƺȇɎɀǝȒɖǼƳȇȒɎƫƺɖɀƺƳƏɀƏɎȸƏƳƺٮȒǔǔǔȒȸƏƳƳǣɎǣȒȇƏǼɀƺȸɮǣƬƺɀِ

•

XǔƬȒȇɀƺȇɎǣɀƫƺǣȇǕƏɀǸƺƳǔȒȸȅȒȸƺɎǝƏȇȒȇƺȵɖȸȵȒɀƺًȵƺȒȵǼƺɀǝȒɖǼƳƫƺǔȸƺƺɎȒ
ƏǕȸƺƺɎȒɀȒȅƺًƫɖɎȇȒɎȒɎǝƺȸɀِÁǝƺƬȒȇɀƺȇɎɀȅɖɀɎȇȒɎƫƺƫɖȇƳǼƺƳǣȇɎȒȒȇƺًǣɎ
ȅɖɀɎƫƺǕȸƏȇɖǼƏȸِ

Children
Organisations must consider whether they need to put a system in place to
verify individuals’ ages and to obtain parental or guardian consent for processing
activities involving child data. A child is anybody under the age of 14.

Data breaches
Organisations must make sure that they have the right procedures in place to
detect, report, and investigate personal data breaches.

Data protection by design and privacy impact assessments
Organisations should think about how to ensure that all current processing
activities and future (new) processing activities go through privacy impact
assessments. The ICO has a ɎƺȸȸǣˡƬƬȒƳƺȒǔȵȸƏƬɎǣƬƺȒȇȵȸǣɮƏƬɵǣȅȵƏƬɎƏɀɀƺɀɀȅƺȇɎɀ
and the latest guidance from EU authorities.

(ƏɎƏȵȸȒɎƺƬɎǣȒȇȒǔˡƬƺȸɀ
Organisations should designate someone to take responsibility.
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Yes.Áǝƺ¨ ¨XƬȒȇɎƏǣȇɀƏɮǣȸɎɖƏǼǼɵǣƳƺȇɎǣƬƏǼȸƺȷɖǣȸƺȅƺȇɎِ
ÁǝƺȅȒɀɎƬȒȅȅȒȇǴɖɀɎǣˡƬƏɎǣȒȇɀƏȸƺɎǝƏɎɎǝƺȵƺȸɀȒȇƏǼǣȇǔȒȸȅƏɎǣȒȇȅɖɀɎƫƺ
ȵȸȒƬƺɀɀƺƳǣȇȒȸƳƺȸɎȒǔɖǼˡǼƏƬȒȇɎȸƏƬɎɖƏǼȒƫǼǣǕƏɎǣȒȇȒȸǣǔɎǝƺȸƺǣɀȒɎǝƺȸǼƺǕǣɀǼƏɎǣȒȇ
ɎǝƏɎȸƺȷɖǣȸƺɀȒȸǕƏȇǣɀƏɎǣȒȇɀɎȒȵȸȒƬƺɀɀȵƺȸɀȒȇƏǼǣȇǔȒȸȅƏɎǣȒȇɎȒƬȒȅȵǼɵِ

!ȒȇɀƺȇɎƏǼɀȒǔƺƏɎɖȸƺɀɀɎȸȒȇǕǼɵǣȇɎǝƺ¨ ¨XِXȇȅƏȇɵǣȇɀɎƏȇƬƺɀًȒȸǕƏȇǣɀƏɎǣȒȇɀɯǣǼǼ
ƫƺƏƫǼƺɎȒǕƺɎƏȸȒɖȇƳƬȒȅȵǼɵǣȇǕɯǣɎǝɎǝƺȵȸǣȇƬǣȵǼƺɀȒǔɎǝƺ¨ ¨XƫɵȒƫɎƏǣȇǣȇǕ
ƬȒȇɀƺȇɎǔȸȒȅƳƏɎƏɀɖƫǴƺƬɎɀِIȒȸǣȇɀɎƏȇƬƺًǣȇȵȸǣȇƬǣȵǼƺًȵƺȸɀȒȇƏǼƳƏɎƏȅɖɀɎ
ƫƺƬȒǼǼƺƬɎƺƳƳǣȸƺƬɎǼɵǔȸȒȅɎǝƺǣȇƳǣɮǣƳɖƏǼɖȇǼƺɀɀɎǝƏɎǣȇƳǣɮǣƳɖƏǼǝƏɀǕǣɮƺȇɎǝƺ
ȒȸǕƏȇǣɀƏɎǣȒȇȵƺȸȅǣɀɀǣȒȇɎȒƬȒǼǼƺƬɎǣɎǔȸȒȅɀȒȅƺɯǝƺȸƺƺǼɀƺِàǣȸɎɖƏǼǼɵƺɮƺȸɵȵȸǣȇƬǣȵǼƺ
ǣȇɎǝƺ¨ ¨XǣɀȷɖƏǼǣˡƺƳǣȇɎǝǣɀǔƏɀǝǣȒȇِ
ÁǝƺǣȅȵȒȸɎƏȇɎȷɖƺɀɎǣȒȇɯǣǼǼƫƺɯǝƺȇƬȒȇɀƺȇɎɯǣǼǼƫƺƬȒȇɀǣƳƺȸƺƳɮƏǼǣƳِXȇɎǝƺ¨ ¨X
ƬȒȇɀƺȇɎǣɀƳƺˡȇƺƳƏɀٻƏȇɵɮȒǼɖȇɎƏȸɵًɀȵƺƬǣˡƬƏȇƳǣȇǔȒȸȅƺƳƺɴȵȸƺɀɀǣȒȇȒǔɯǣǼǼǣȇ
ɎƺȸȅɀȒǔɯǝǣƬǝȵƺȸȅǣɀɀǣȒȇǣɀǕǣɮƺȇǔȒȸɎǝƺȵȸȒƬƺɀɀǣȇǕȒǔȵƺȸɀȒȇƏǼǣȇǔȒȸȅƏɎǣȒȇِټ
XɎǣɀɀǣȅǣǼƏȸɎȒɎǝƺJ(¨«ɯǝǣƬǝȅƺƏȇɀɎǝƏɎɯƺƬƏȇƫƺǕɖǣƳƺƳƫɵǝȒɯɎǝƺ
ȸƺȷɖǣȸƺȅƺȇɎɀǔȒȸɮƏǼǣƳƬȒȇɀƺȇɎǝƏɀƫƺƺȇǣȇɎƺȸȵȸƺɎƺƳǣȇɎǝƺ0Èِ

The myth of consent
ȸǕƏȇǣɀƏɎǣȒȇɀƏȸƺȒǔɎƺȇƏƳɮǣɀƺƳɎǝƏɎɎǝƺɵȇƺƺƳƬȒȇɀƺȇɎɎȒȵȸȒƬƺɀɀȵƺȸɀȒȇƏǼ
ǣȇǔȒȸȅƏɎǣȒȇِÁǝƏɎǣɀۏɖȇɎȸɖƺƏȇƳƏɮƺȸɵƫƏƳȵȸƏƬɎǣƬƺƫƺƬƏɖɀƺɎǝȒɀƺ
ƬȒȇɀƺȇɎɀƏȸƺȒƫɎƏǣȇƺƳȒȇƏɎƏǸƺٮǣɎٮȒȸٮǼƺƏɮƺٮǣɎƫƏɀǣɀِXǔɎǝƺƬɖɀɎȒȅƺȸɀƏɵɀȇȒً
ɎǝƺɵƬƏȇȇȒɎǝƏɮƺɎǝƺȵȸȒƳɖƬɎِáƺȷɖƺɀɎǣȒȇɯǝƺɎǝƺȸɀɖƬǝƬȒȇɀƺȇɎǣɀǼƺǕƏǼِ
Áǝƺ0ɖȸȒȵƺƏȇ!ȒȅȅǣɀɀǣȒȇǝƏɀɀɎƏɎƺƳɎǝƏɎٻǣǔƬȒȇɀƺȇɎǣɀƫɖȇƳǼƺƳɖȵƏɀƏ
ȇȒȇٮȇƺǕȒɎǣƏƫǼƺȵƏȸɎȒǔɎƺȸȅɀƏȇƳƬȒȇƳǣɎǣȒȇɀǣɎǣɀȵȸƺɀɖȅƺƳȇȒɎɎȒǝƏɮƺƫƺƺȇ
ǔȸƺƺǼɵǕǣɮƺȇِټ
XȇƏȇɵƺɮƺȇɎًȒɖȸȸƺɀƺƏȸƬǝǝƏɀɀǝȒɯȇɎǝƏɎɎǝǣɀǸǣȇƳȒǔٻƬȒȇɀƺȇɎټǣȇǔɖȸǣƏɎƺɀ
ȵƺȒȵǼƺƏȇƳƺȸȒƳƺɀɎǝƺǣȸɎȸɖɀɎǣȇɎǝƺȒȸǕƏȇǣɀƏɎǣȒȇِxȒɀɎȵȸȒƬƺɀɀǣȇǕƏƬɎǣɮǣɎǣƺɀ
ƏȸƺǴɖɀɎǣˡƺƳƫƺƬƏɖɀƺɎǝƺɵƏȸƺȸƺȷɖǣȸƺƳɎȒǔɖǼˡǼƏƬȒȇɎȸƏƬɎ٢ƺِǕِƳƺǼǣɮƺȸǣȇǕ
ȒȇǼǣȇƺɀǝȒȵȵǣȇǕɎȒƏȵƺȸɀȒȇټɀȵǝɵɀǣƬƏǼƏƳƳȸƺɀɀ٣ȒȸǼƺǕǣɀǼƏɎǣȒȇ٢ƺِǕِƬȒǼǼƺƬɎǣȇǕ
ǣȇǔȒȸȅƏɎǣȒȇƏƫȒɖɎƏȵƺȸɀȒȇټɀȸƏƬƺǣȇɎƺȸȅɀȒǔɎǝƺ0ȅȵǼȒɵȅƺȇɎ0ȷɖǣɎɵƬɎ٣ِ
ÁǝƺȸƺƏȸƺȒɎǝƺȸǴɖɀɎǣˡƬƏɎǣȒȇɀɎȒȒِ!ȒȇɀƺȇɎɀǝȒɖǼƳȒȇǼɵƫƺȒƫɎƏǣȇƺƳƏɀ
ƏǼƏɀɎȸƺɀȒȸɎِ

Yes. Áǝƺ¨ ¨XƏǼɀȒƬȒȇɎƏǣȇɀɮƺȸɵɀȵƺƬǣˡƬȸƺȷɖǣȸƺȅƺȇɎɀǔȒȸɎǝƺȵȸȒƬƺɀɀǣȇǕȒǔɎǝƺ
personal information of children, but the relevant age in South Africa will be 18.
ȸȒɖȇƳۏחȒǔɎǝƺɎǣȅƺًɎǝƺ¨ ¨XȸƺȷɖǣȸƺɀȵƏȸƺȇɎƏǼȒȸǕɖƏȸƳǣƏȇƬȒȇɀƺȇɎِÁǝǣɀƬƏȇ
be challenging, but here are some of our thoughts on the matter and things we
have learnt along the way.

YesِÁǝƺ¨ ¨XȸƺȷɖǣȸƺɀƫȸƺƏƬǝȅȒȇǣɎȒȸǣȇǕƏȇƳȸƺɀȵȒȇɀƺȵȒǼǣƬǣƺɀƏȇƳȵȸȒƬƺƳɖȸƺɀِ
Not having this in place has sunk many a business. Here are some thoughts on
how to deal with personal data breaches.

Yes,ƫɖɎȇȒɎǣȇɀȒȅƏȇɵɯȒȸƳɀِÁǝƺ¨ ¨XȸƺȷɖǣȸƺɀɎǝƏɎƏǼǼȵȸȒƬƺɀɀǣȇǕƏƬɎǣɮǣɎǣƺɀ
should be assessed, but privacy by design or privacy impact assessments are not
mentioned in so many words. In our experience, it is impossible to ensure lasting
POPIA compliance without privacy impact assessments, but they can be complex
ƏȇƳƺɴȵƺȸǣƺȇƬƺǣɀȸƺȷɖǣȸƺƳɎȒƏƬƬɖȸƏɎƺǼɵǕƏɖǕƺɎǝƺǼƺɮƺǼȒǔȸǣɀǸƏȵƏȸɎǣƬɖǼƏȸƏƬɎǣɮǣɎɵ
poses to the organisation. In fact, it is so important that we are currently developing
a digital privacy impact assessment which should enable organisations to identify
privacy risks with a high level of certainty.

Yes. The POPIA provides that the head of a private organisation is automatically the
XȇǔȒȸȅƏɎǣȒȇ ǔˡƬƺȸȒǔɎǝƺȒȸǕƏȇǣɀƏɎǣȒȇِ ǔƬȒɖȸɀƺًɎǝƺ!0 ƬƏȇȇȒɎƏƬɎɖƏǼǼɵƳȒɎǝƺ
ɯȒȸǸًɀȒɎǝƺ¨ ¨XƏǼɀȒƏǼǼȒɯɀǔȒȸɎǝƺƳƺɀǣǕȇƏɎǣȒȇȒǔ(ƺȵɖɎɵXȇǔȒȸȅƏɎǣȒȇ ǔˡƬƺȸɀِ
XȇȒɖȸƺɴȵƺȸǣƺȇƬƺȒȸǕƏȇǣɀƏɎǣȒȇɀȇƺƺƳ(ƺȵɖɎɵXȇǔȒȸȅƏɎǣȒȇ ǔˡƬƺȸɀƏȇƳȵȸǣɮƏƬɵ
ȒǔˡƬǣƏǼɀ٢ɀȒȅƺɎǣȅƺɀƬƏǼǼƺƳȵȸǣɮƏƬɵɀɎƺɯƏȸƳɀȒȸƬǝƏȅȵǣȒȇɀ٣ǣȇƺƏƬǝƫɖɀǣȇƺɀɀƏȸƺƏِ
We have found that if POPIA compliance is not written into a number of people’s
job descriptions, POPIA compliance won’t work.

International
If organisations operate in more than one EU member state, they should
determine the lead data protection supervisory authorities.

POPIA & GDPR comparison

Áǝƺ¨ ¨XƳȒƺɀȇȒɎƬȒȇɎƏǣȇƏȇƺȷɖǣɮƏǼƺȇɎȵȸȒɮǣɀǣȒȇًƫƺƬƏɖɀƺɎǝƺƬɎȒȇǼɵƏȵȵǼǣƺɀ
to South Africa. It does contain provisions on the cross-border transfer of personal
information. The bottom line is that the level of protection has to remain at the
POPIA levels even when organisations send the information somewhere else.
ÁǝǣɀɯǣǼǼƫƺɎǝƺƬƏɀƺǣǔɎǝƺƬȒɖȇɎȸɵǝƏɀƏƳƺȷɖƏɎƺƳƏɎƏȵȸȒɎƺƬɎǣȒȇǼƺǕǣɀǼƏɎǣȒȇȒȸǣǔ
agreements or binding rules to ensure compliance have been put in place.

